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Abstract

The adoption of cloud services offers manifold advantages to public organizations; however, ensuring data privacy
during data transfers has become increasingly complex since the inception of the General Data Protection Regulation
(GDPR). This study investigates privacy concerns experienced by public organizations in Sweden, focusing on GDPR
compliance. A qualitative interpretative approach was adopted, involving semi-structured interviews with seven
employees from five public organizations in Sweden. Additionally, secondary data were gathered through an exten-
sive literature review. The collected data were analyzed and classified using the seven privacy threat categories out-
lined in the LINDDUN framework. The key findings reveal several significant privacy issues when utilizing public cloud
services, including unauthorized access, loss of confidentiality, lack of awareness, lack of trust, legal uncertainties,
regulatory challenges, and loss of control. The study underscores the importance of implementing measures such

as anonymization, pseudonymization, encryption, contractual agreements, and well-defined routines to ensure GDPR
compliance. The findings emphasize the importance of implementing measures such as anonymization, pseudonymi-
zation, encryption, contractual agreements, and well-defined routines to ensure GDPR compliance. Furthermore, this
research highlights the critical aspect of digital sovereignty in addressing privacy challenges associated with public
cloud service adoption by public organizations in Sweden.
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Introduction

Technological development has enabled the growth of
cloud services. The National Institute of Standards and
Technology (NIST) defines cloud services as a “model
for enabling ubiquitous, convenient, on-demand net-
work access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications,
and services) that can be rapidly provisioned and released
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with minimal management effort or service provider
interaction” [22], p. 2]. Five cloud deployment models
have been identified that establish how cloud services can
be set up [3]. These models are public, hybrid, commu-
nity, private, and virtual clouds. Each cloud deployment
model has its own cost and level of information secu-
rity. Before choosing one of them, evaluating each cloud
model in terms of information security has become nec-
essary [12]. In Sweden’s public sector, there is an interest
in using public cloud services delivered by international
private companies [13]. In light of this, our study mainly
focuses on privacy issues and solutions related to the use
of public cloud services provided by international private
companies.
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The European Union’s General Data Protection Regu-
lation (GDPR) was implemented to ensure the privacy
rights of European citizens. It has created obligations
for all organizations that are required to adopt stricter
security controls, standards, and processes to ensure
compliance [20]. At the same time, the protection of
privacy needs to be of consideration when transfer-
ring data outside of the EEA (European Economic
Area) [2]. Maintaining the data and privacy protection
required by current legislation when using cloud ser-
vices is a new challenge, and it will likely receive much
attention in the near future [10]. Several studies have
already investigated the use of cloud services and the
impact of the GDPR [7, 9, 18, 20, 30]. Despite these
efforts, privacy issues surrounding cloud services and
GDPR compliance remain a subject that needs further
research [20, 30]. In essence, previous studies on cloud
services and GDPR have predominantly centered on
the EU and its relationship with the United States (US).
However, there is restricted research that specifically
investigates privacy issues and solutions among public
organizations.

The government’s vision for Sweden is to be the best
in the world at using digital technologies and put an
emphasis on protecting both integrity and security [24].
The public sector recognizes the advantages of cloud
services and aims to capitalize on their benefits [15].
Consequently, cloud services have gained widespread
adoption among Swedish authorities, with growing
interest in adopting public cloud services provided by
private companies [13]. However, cloud services have
enhanced legal and ethical obligations to keep sensitive
government data secure; moreover, national security
laws and sovereignty concerns complicate this deci-
sion [15]. When It-driftsutredningen [17] presented
its report, some public organizations in Sweden were
still uncertain about legal conditions when outsourcing
data to a private company.

Even though a few studies have already addressed
cloud services, GDPR, and public organizations, a clear
research gap can be seen in studying privacy issues
among public organizations based on a Swedish perspec-
tive. As such, our study aims to contribute to this area
of knowledge and understanding. This paper attempts
to address the research gap with the aim of uncovering
some of the privacy issues and the solutions associated
with public cloud services among public organizations
in Sweden, following the GDPR regulation. We, there-
fore, investigate the following two research questions in
this study: What are the privacy issues related to GDPR
that the public organizations of Sweden face when using
public cloud services? And how do public organizations
address those issues?
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Theoretical background

General Data Protection Regulation GDPR (GDPR)

On May 25, 2018, the General Data Protection Regu-
lation GDPR (GDPR) entered into force and became
directly applicable in all EU Member States [11]. The
aim was to strengthen data protection across Europe to
address privacy challenges when using new technologies
[20]. The GDPR is based on seven principles that define
how personal data will be processed; each of the princi-
ples is presented in Article 5 of the GDPR [11]. Article 4
of the GDPR [11] introduces three entities that process
personal data: the data subject (the person whose data
are collected), the data controller (who collects and uses
personal data), and the data processor (who processes
data on behalf of the data controller). Additionally, Arti-
cle 4 of the GDPR [11] designates a supervisory author-
ity responsible for overseeing the process and imposing
administrative fees in accordance with Article 83 of the
GDPR. In this study, we assess that the data controller is
a public organization, and the processor is the CSP (cloud
service provider). To ensure the guaranteed level of pro-
tection of personal data, Article 44 of the GDPR [11]
states that the transfer of personal data to a third coun-
try shall occur if the conditions in Chapter 5 have been
complied with by both the controller and the processor.
Various privacy agreements, such as the privacy shield,
have been established to ensure adequate data transfer
between the EU and the US.

LINDDUN framework

Threat modeling is the process of identifying privacy or
security issues within a system [8]. Different threat mod-
eling frameworks have been identified in the literature,
with one example being STRIDE, developed by Micro-
soft to identify security threats [8]. STRIDE stands for
spoofing, tampering, repudiation, information disclo-
sure, denial of service, and elevation of privilege. How-
ever, STRIDE does not cover privacy threats. To address
this gap, Deng et al. [8] created LINDDUN, a framework
based on STRIDE that is specifically used to identify and
mitigate privacy threats. LINDDUN aims to analyze pri-
vacy threats during system development and can also be
applied to existing systems to identify privacy threats
[34]. LINDDUN consists of seven privacy threat catego-
ries represented by the acronym. Each of these seven
categories is associated with a private property that the
corresponding threat violates [8]. The LINDDUN meth-
odology has gained widespread acceptance within the
literature.

Robles-Gonzales et al. [27] focused on the first two
steps in the problem space to achieve a reliable privacy
threat analysis. Reisinger et al. [26] used LINDDUN and
STRIDE in conjunction to conduct a security and privacy
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analysis for the use of unified communications. Crepax
et al. [5] employed LINDDUN with the risk manage-
ment methodology of the EU project PDP4E and linked
it with the General Data Protection Regulation (GDPR).
In contrast to previous research, this study exclusively
uses LINDDUN to categorize the privacy issues and
solutions identified from the empirical data. Neverthe-
less, this study draws upon the work conducted by Cre-
pax et al. [5] as a guideline and reference to connect the
LINDDUN framework with the GDPR. According to the
authors, they can be “..aligned to each other to bridge
the existing gap between legal and technical practices”
(Crepax et al. [5], p. 27]).

Methodology and data

This study follows an interpretative qualitative approach
since its aim is to understand individual and organi-
zational meanings [6, 25]. This approach enabled the
researchers to gain insight into the use of public cloud
services among public organizations in Sweden. A lit-
erature review was conducted as a guideline to identify
the research methodology: LINDDUN, and to discuss
the findings presented in this study. It also allowed the
researchers to be aware of existing work in the field of
cloud services.

Interviews and selection of respondents

The researchers conducted an interview study to
explore privacy issues and solutions related to pub-
lic cloud services among public organizations. To find
respondents, they contacted public organizations in
Sweden between mid-February and March 2022. The
contact information was gathered from their websites
and via LinkedIn. An invitation email was sent to mul-
tiple public organizations in Sweden, explaining the
purpose of the study. The researchers used purposive
sampling, selecting respondents who were more rel-
evant to the study’s purpose [25]. They specifically
sought respondents who had insight into cloud services
and significant experience with privacy issues. Seven

Table 1 List of respondents
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respondents from five different public organizations
participated in the study (see Table 1). One respondent
was interviewed from each organization, except for a
public university, where two interviews were conducted
with three participants: one individual and one group
interview. Each organization offered a relevant context
because they had extensive experience in using public
cloud services and implementing the GDPR, provid-
ing rich and detailed knowledge of common issues and
solutions.

The perspective of public organizations in Sweden was
sought since they must adhere to the laws and have a
similar view on using public cloud services delivered by
international companies. An interview guide was devel-
oped with questions centered around public cloud ser-
vices and the GDPR, formulated based on the categories
of the LINDDUN methodology. The semi-structured
interviews lasted approximately one hour each and were
recorded and transcribed. The interviews were con-
ducted over Zoom, Skype, or Teams, allowing for face-
to-face interactions instead of phone interviews. Before
the interviews, each respondent received a list of topics
to think about their views, helping to establish credibility
as serious researchers. The researchers stopped conduct-
ing interviews when data saturation was reached.

Data analysis

In qualitative research, data are considered descriptive
as they take the form of words rather than numbers.
Quotations from the empirical data are used in the
results to illustrate the presentation [4]. The research-
ers developed different categories based on concepts
drawn from the LINDDUN methodology. Visual tables
[25] were employed to categorize the findings. The use
of tables allowed them to rearrange different segments
and modify the categories during the analysis process
[25]. The researchers read through the empirical data
multiple times and categorized the findings according
to the LINDDUN privacy threat categories.

Level of position Respondent Organization Time (min)
High level in the department of information security R1 Transport Administration 50

R2 Social Insurance Agency 60

R3 Swedish employment service 45

R4 A Public University 57

R5 Tax Authority 52

R6 A Public University 58

R7 (Group interview)
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Result

This section presents the findings from the interviews,
and the analyses are based on the LINDDUN framework
presented in Sect. "Theoretical background"”. Addition-
ally, this section provides information about the roles and
organizations that were interviewed for this study (see
Table 1).

Linkability

From a legal perspective, the failure to hide a link
between information could lead to unexpected personal
data processing [5]. Both R2 and R3 addressed the issue
of the cloud service providers (CSPs) potentially shar-
ing information with a third party. Two potential solu-
tions have been identified to mitigate this issue. The
first solution, addressed by R3, involves keeping the col-
lected information at their own premises, thereby reduc-
ing dependency on the market and available CSPs. This
approach was also mentioned by R5, who highlighted the
need for more on-premises solutions.

The second solution is to establish contractual agree-
ments with the CSPs to ensure that information stored
with them is not misused or shared with a third party.
This solution was emphasized by R1, R3, R4, and R5. Fur-
thermore, R3 provided additional insights into the con-
tracts and addressed the issue of establishing contracts
with US-based CSPs, elaborating in the following way:

Well, we would like, for instance, Microsoft to sign
a contract with us where they promise not to reveal
our information to a third party. But they are refus-
ing even that. So, then we could have a challenge
when it comes to how they treat the information
within Microsoft. (R3)

Against this background, the respondent decided to
exclusively use suppliers based in the EU and to mandate
that all stored information is kept within the EU. When
compared to US-based CSPs, European CSPs provide a
promise within the contracts not to disclose their infor-
mation and assure that they will not utilize suppliers out-
side the EU. However, there remains a potential concern
regarding trust issues, as a CSP could potentially deceive
the organization. R5 further elaborated on this trust
issue, highlighting that CSPs can employ various decep-
tive practices, and it may be challenging to find concrete
evidence to verify such actions. They elaborated in the
following way:

So usually, we have to go through the paper trail and
say, “This is the procurement; you have to provide
this information and have a contract where you say
you'll do certain things. If that idea wouldn’t be true,
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it is a breach of contract, and we will fine you.” (R5)

Regardless, establishing good contracts and building
strong relationships with the CSPs and their providers
were also emphasized by R1. Ultimately, it is not appro-
priate to provide a significant amount of information to
a business partner that cannot be trusted. In the same
context, R2 also pointed out that if vendors cannot be
trusted, they should be replaced.

To summarize, two significant privacy issues identi-
fied are related to CSPs potentially sharing information
and trust issues with the CSPs. These issues can poten-
tially violate all GDPR principles if the data controller is
unaware of how data are processed [5]. Particularly, the
principle of Lawfulness may be compromised if there is
no legal ground for processing [5, 11]. Therefore, to avoid
misuse of information and trust issues with CSPs, the
respondents suggested some solutions, such as estab-
lishing contractual agreements and the need to rely
more on on-premises solutions, as well as exclusively
using EU-based CSPs. Implementing these solutions
would contribute to compliance with the principle of
Accountability.

Identifiability

Identifiability refers to the ability to identify to whom
the information belongs [34]. In terms of identifiabil-
ity, R2 and R5 mentioned an incident that occurred in
2017 at the Transport Agency. R5 explained that it was
discovered that unauthorized individuals had access to
their driver’s license register. However, there was no con-
crete evidence of anyone having infiltrated their system.
This incident was identified as a potential issue by the
respondent and elaborated upon in the following way:

But then we have folkbokforing, the register of every
Swedish citizen. That register is at the tax authority,
and if that register is gone, then Sweden has no idea
who is a Swedish citizen or not. If that risk is com-
promised, it is very, very bad. (RS)

The above statement highlights the consequences of
compromising the system at a public organization. To
avoid such situations, R5 emphasized the importance
of having control over the information and the system.
However, they also pointed out that achieving absolute
full control can be challenging. Similarly, R6 mentioned
the difficulty of implementing double confirmation pro-
cesses, such as using email, passwords, and pin codes.
Some employees may try to avoid double confirmation
due to a lack of awareness about its importance.

However, R3 confirmed that there are instances where
employees act securely. For example, banks advise older
users against using electronic ID when someone initiates
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contact to prevent fraud. While this is a good practice,
it can be problematic to contact and identify the correct
person. In such cases, Swedish citizens have increased
awareness. R4 also elaborated on this issue in the follow-
ing way:

So sometimes, I think that the personal needs and
the personal development for services are much
faster than the organization changes. (R4)

The above statement suggests that organizational
development can sometimes lag behind personal needs.
Users may be more willing to adapt their behavior when
it comes to protecting their personal information.

R2 provided another example related to identifiability.
The respondent mentioned that all the information a uni-
versity stores about its students becomes more critical if
a university student later becomes the prime minister of
Sweden. However, R6 and R7 mentioned that this is not
the case, and the only way a person’s status can change
is if they receive a secrecy mark. Nevertheless, the infor-
mation may still be available at different locations. They
elaborated on this issue in the following way:

... like if you work at Aklagarmyndigheten, then your
full name, address, and telephone number will not
be accessible. But if you look this person up from
where they studied, the information that the uni-
versity has will still be available. You can, if nothing
else, if you haven’t thought about all the connections
where you have stored data previously, find that
information accessible at different locations. (R7)

The statement above highlights that even if the classi-
fication of information changes, it may still be accessible
from different locations. R5 also pointed out that this is
not solely a cloud issue, but it can potentially have some
impact. This suggests that the handling of sensitive infor-
mation and its accessibility can be influenced by various
factors beyond just the use of cloud services.

Non-repudiation

Crepax et al. [5] linked non-repudiation with the prin-
ciples of integrity and confidentiality. Failure to main-
tain non-repudiation could result in the loss of control
over personal data and increase the risk of unauthorized
access. In such incidents, the data controller will likely be
held accountable [5]. All respondents expressed concerns
about the US and its surveillance laws, such as Execu-
tive Order 12 333. This law allows the US government
to access data from US companies without any notice.
This issue was identified by R4 and R6. If US public cloud
services are used, R1 suggested implementing measures
from the GDPR, such as encryption. However, both R1
and R2 agreed that encryption might not be as useful as
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expected, and they elaborated on this issue in the follow-
ing way:

I don’t think that this is a valuable strategy because
if you encrypt the information in a way that the
cloud service providers cannot access it, you lose a
lot of value from the cloud services. (R1)

Against this background, there is a conflict among the
respondents regarding the effectiveness of encryption. R6
argued that all data stored in a US cloud should be either
encrypted or pseudonymized, with the encryption keys
kept within the EU. However, R2 confirmed that the US
collects data in advance even if it cannot decrypt it. This
creates uncertainties about the US government’s future
ability to collect and access data. The previously men-
tioned issue is not the only risk related to non-repudia-
tion. The surveillance law enables the US government to
force suppliers to cease operations abruptly. R2, R3, and
R5 confirmed this. In a worst-case scenario, this could
also happen to Sweden. R5 elaborated on this matter in
the following way:

And to gather as much data about the whole Swed-
ish society into one country’s cloud services maybe is
not a good idea. You lose sovereignty in that sense,
or a lot of our systems could break because we don’t
have access to them, or we don’t have access to our
data when we need to have access to it. (R5)

Based on the above statement, we can conclude that
establishing cloud solutions in Sweden is of utmost
importance. The potential impact on Swedish society
could be significant if access to information or systems
is denied when needed. However, it is also acknowledged
that international private companies are developing
effective solutions. Therefore, R2 emphasizes the impor-
tance of collaborations between the public sector and
private companies. They elaborated on this aspect in the
following way:

I mean, we have placed people on the moon. Skype
was created here in Stockholm. We have a king, we
have Ericsson, we have Spotify. I mean, if you look at
the Jaas Gripen, the aeroplane is a flying computer
center. Amazing! Then to say, “Well, for us to be able
to send emails, we need American solutions” That is
crazy! (R2)

Based on the above information, we can conclude that
maintaining digital sovereignty has become a crucial
issue. The respondent emphasized the need for the Swed-
ish government to provide clarity on what is required to
uphold digital sovereignty. This is essential to ensure that
all services continue to function effectively during a crisis
or a war, safeguarding the country’s digital infrastructure
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and independence. By addressing these concerns and
establishing clear guidelines, Sweden can better protect
its digital assets and maintain its ability to operate critical
services even in challenging circumstances.

Detectability

Someone can connect information without having direct
access to it. For example, by knowing that an individual
has a health record in a rehab facility, one can deduce
that they have an addiction [33]. To avoid detectability,
R4 confirmed that sharing information has become more
challenging, and certain processes are no longer allowed
under the GDPR. For instance, emailing and asking ques-
tions about a specific diary request may not be permissi-
ble. The respondent believes that as a result, much useful
information has been lost, and they elaborated on this
issue in the following way:

I think that those types of issues are not IT-related,
but they have quite a big impact on some kind of
situation. (R4)

Based on the above statement, not all the issues identi-
fied in this study are directly related to the use of public
cloud services, but they can potentially have some impact
on data privacy and security. Furthermore, R2 mentioned
an issue concerning US CSPs potentially selling infor-
mation to third parties, who might then offer services
to users based on that data. This practice is not allowed
according to the GDPR, as confirmed by R4. To prevent
CSPs from detecting sensitive information, R3 explained
that measures such as performing due diligence and con-
trolling their suppliers are implemented. These steps are
essential to ensure that the data is adequately protected
and that the privacy of users is maintained. R3 elaborated
on this approach in the following way:

. and that is allowed according to our contracts.
But, of course, you have to be very careful and very
well aware when you do that. So, at the end of the
day, we don’t know, we don’t have full control. (R3)

Regardless, it is challenging to control everything. For
instance, R2 explained that their staff uses the Stockholm
metro, where the camera surveillance is controlled by
the Chinese government. This situation raises concerns
about data privacy and surveillance, and R2 elaborated
on this issue as follows:

So it is hard to do everything, but we are doing eve-
rything we can in the environment we control. How-
ever, it has made it almost impossible to use public
cloud solutions if they are connected to a third coun-
try. (R2)
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This statement emphasizes the challenges of control-
ling how information is treated when it is stored out-
side Europe. This highlights the importance of using
a public cloud solution within the EU and Sweden to
ensure greater control over data privacy and security.
By choosing cloud services within the EU, organizations
can adhere to stricter data protection regulations and
have more confidence in how their data are handled and
secured, reducing the risks associated with data being
stored in jurisdictions with potentially different data pro-
tection standards.

Disclosure of information

Exposure of personal information to unauthorized users,
which is not supposed to be shared, is indeed a critical
issue [8]. To ensure confidentiality, R1 explained that
their organization conducts information classification
whenever a new system is created or new services are
employed. R2 also stressed the importance of informa-
tion classification, as information can become more sen-
sitive over time, leading to potential issues if not handled
properly. The respondent also acknowledged that this
issue could arise because certain information, such as
one’s address or social security number, is classified as
public in Sweden. R5 recognized that issues can arise, but
the release of information must align with the laws and
regulations. If certain information should be kept secret,
there must be legal proof to justify it. In addition to this,
R3 also stated that:

Our interpretation is that we have one law in Swe-
den that regulates the publicity and the confiden-
tiality of information, and that law only exists in
Sweden; it's not harmonized within the European
community. So, information that is under confiden-
tiality can’t leave Sweden because it would leave the
legislative area of Sweden. (R3)

To avoid exposing personal information, it is essential
for public organizations to prioritize safeguarding all the
information they collect. As they hold a monopoly on
their services, there is a special demand for robust infor-
mation security. R2, R3, and R4 all recognized the signifi-
cance of this aspect and elaborated on it in the following
way:

We are an important part of Swedish society. We
cannot afford to look bad in the eyes of the members
of society or companies in Sweden. (R5)

Against this background, all of the respondents
expressed concerns about the surveillance laws in the
US. They highlighted that the US government can access
data from US companies without any notice, regardless
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of where these companies store personal information.
Both R4 and R5 confirmed this, emphasizing the poten-
tial implications of such laws. In case of such access by
the government, R4 explained that it might not count as
a breach, as the data is being accessed by authorities, and
for this reason, services like Microsoft 365 can still be
used.

Furthermore, R1 addressed the fact that larger organi-
zations with bigger budgets can prioritize informa-
tion security and digital sovereignty more effectively.
However, the lack of resources among smaller organi-
zations is a significant issue, as emphasized by R4 and
R7. Ensuring a secure infrastructure requires consider-
able resources. One potential solution discussed by the
respondents would be to develop a secure data center
in Sweden. While initiatives in Europe and Sweden were
mentioned during the interviews, creating something on
par with the international standard could be expensive.
This highlights the challenges faced by organizations in
maintaining high levels of information security and data
sovereignty in a cost-effective manner.

Content unawareness

Users should be aware of their data, and organizations
should only seek and use the minimum necessary infor-
mation to perform the related function [8]. However, one
of the main challenges is the unawareness of users about
their online behavior [34]. An issue highlighted by both
R4 and R5 is the concern about the amount of informa-
tion supplied by users. The more information provided,
the higher the risk that it can be misused by unauthor-
ized individuals. R4 also mentioned that information
shared on platforms like Facebook can be used to make
assumptions about users’ behavior. Therefore, being more
aware of where information is located and how it can be
accessed is crucial, as emphasized by R5. This underlines
the importance of educating users about responsible data
sharing and online behavior to enhance their awareness
and protect their privacy.

With opening information, you have Facebook
accounts, email accounts, email addresses, and
there is so much open information. You start again
combining all of this, and so again, maybe it comes
back to the suitability thing. Maybe some data
doesn’t belong to some services or some companies’
hands because of this. (RS)

Another issue addressed by R4 concerns the chal-
lenge of transferring knowledge to those who are using
public cloud services. The respondent discussed how
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sometimes employees do not fully understand the rea-
sons behind certain security measures or policies that
have been implemented. One solution to address this
issue is to identify the level of knowledge that employees
possess and then implement strategies to increase their
awareness and understanding of information security
practices. R6 added that it does not matter how much
information security is added if employees do not have
the necessary awareness and understanding of these
measures. This statement emphasizes the importance of
not only implementing security measures but also ensur-
ing that employees are well-informed and educated about
them to effectively protect the organization’s data and
resources. Proper training and awareness programs can
play a critical role in enhancing the overall security pos-
ture of the organization.

Because the person, I mean the human being, is the
weakest link. It doesn’t matter how much security we
put on technical information. The human is always
the weakest link. And we can handle information.
(R6)

The above statement highlights an important aspect
related to information security education within the
organization. One of the interview questions asked
whether the IT department works to educate users on
information security (IS). R4 explained that information
security education is not done as much as they would
like, and it can be challenging to manage information
security across different departments within the organi-
zation. This response suggests that there may be a need
for better coordination and efforts to enhance informa-
tion security education throughout the organization.
Strengthening information security awareness and train-
ing programs can help employees better understand the
importance of safeguarding data and adopting secure
practices in their daily work.

Policy and non-compliance

This threat occurs when the system is not compliant
with applicable legislation and policies [5]. During the
interviews, several regulatory challenges were identified
within the organizations. For instance, R6 emphasizes
that one large issue arising after GDPR is the ability to
show GDPR compliance, and for that, much more docu-
mentation is needed than before. But at the same time,
documentation is crucial to demonstrate that the col-
lected data are protected. The importance of documenta-
tion was also addressed by R1. Another regulatory issue,
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addressed by both R3 and R5, concerns booking airline
tickets, which led them to change the process since there
is no legal way of doing it. R5 also added that they have
stopped using public cloud services and procured new
services that are legal. In addition to this, the respondent
elaborated in the following way:

We can’t suddenly do our own analyses and say
we think this is okay, even though we know the real
judgment, and it isn’t. (RS)

As a public organization, they have to act according
to the law, and unnecessary risks should not be taken.
Both R2 and R5 confirmed this. Because of this, R1 noted
that many public organizations are hesitant to use pub-
lic cloud services. Those who still use US CSP have faced
many challenges that need to be addressed to ensure
compliance with the principles of the GDPR. One of the
largest issues identified by R4 relates to not following
these principles after the Schrems II judgment, and many
have spent hours analyzing this ruling to fully understand
what is allowed. The respondent elaborated in the follow-
ing way:

“And no one seems to exactly state what actually is
the final interpretation of the ruling” (R4)

To avoid misinterpretation of Schrems II, the respond-
ent suggested that someone should state how it can be
interpreted and provide recommendations based on
a Swedish perspective. As a result of Schrems II, the
respondent felt that the full potential of cloud services
has not yet been used as intended.

Discussion

This section presents the discussion based on the litera-
ture review and the empirical findings. Additionally, this
section follows the LINDDUN framework presented in
Sect. "Theoretical background".

Linkability

Linkability indicates that someone can link information
[8]. Misuse of personal Linkability indicates that some-
one can link information [8]. The misuse of personal
information could violate all the principles of the GDPR
[5]. Given the importance of personal information and
the implications of misusing information, Shastri et al.
[30] concluded that this risk should be eliminated as
soon as possible. Diker Vanberg [9] argues that one cru-
cial aspect of the GDPR is to protect information against
misuse. Our findings, therefore, show the importance of
establishing contractual agreements with CSPs to avoid
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misuse. Both Rodriguez-Doncel et al. [28] and Jaatun
et al. [18] highlight that this would increase accountabil-
ity, meaning that information is trusted by the CSP from
being collected until destroyed [18].

Identifiability

The ability to identify information can result in severe
privacy violations if the data subjects assume that they
are anonymous [33]. Anonymity is about hiding the link
between pieces of information, for instance, informa-
tion about a person in a database [34]. Our findings con-
firm the pre-existing findings by Domingo-Ferrer et al.
[10] and Aslak Juliussen et al. [2] that anonymization or
pseudonymization can enable sensitive information to be
shared with an untrusted third party without disclosing
information. However, if it is not done appropriately, the
protection will be ineffective and may not be sufficient
to ensure Identifiability [10, 31]. Therefore, this could be
considered a violation of the GDPR due to not complying
with the principles presented in Article 5 of the GDPR
[11].

Our findings show that public information could be
sensitive in the long run. Therefore, large volumes of
information should be stored and safeguarded in a con-
trolled environment. This finding has been confirmed by
Tcherykh et al. (2019). Regardless, risks can still occur,
and our findings show that employees sometimes find it
challenging when a public organization implements new
technological solutions. This has also been pointed out by
Jaeger et al. [19]. It has, thus, become crucial for organi-
zations to examine employees’ behaviors when new tech-
nological solutions are implemented [21].

However, our findings also confirm existing knowledge
by de Carvalho et al. [7] that users sometimes understand
the risk due to increased awareness from the market. Our
findings address how banks in Sweden have done this to
minimize fraud related to the use of BankID. Crepax et al.
[5] pointed out that if private information is accessible to
untrusted parties, it can cause financial fraud or identity
theft. Informing users about the risks can allow them to
make better decisions regarding using personal informa-
tion [5]. This indicates that depending on the technologi-
cal solutions that are being implemented or the situation,
employees’ behaviors might vary as addressed by Li et al.
[21].

Non-repudiation

Non-repudiation indicates that an attacker knows that a
user has said or done something [34]. Failure to ensure
non-repudiation can increase the risk of unauthorized
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access [5]. Our findings confirm the already existing
knowledge by Domingo-Ferrer et al. [10] that to store and
process information in the cloud, one must guarantee
that no one else has access to it. This has been deemed
tricky when the CSPs and the ones using the cloud are
under different jurisdictions [10]. Our findings show that
public organizations, especially, are concerned about the
US and their surveillance laws. Consequently, failure to
comply with the principles of integrity and confidentiality
can increase the risk of unauthorized access [5, 11].

Our findings also confirm the already existing knowl-
edge by Moerel and Timmers [23] that the US govern-
ment can order their companies to foreclose from one
day to another. The authors pointed out that the Neth-
erlands and the EU are limited when third countries like
the US or China take measures. Solutions need to be
developed to ensure less dependence on foreign suppliers
[23]. This has been confirmed by our findings but from a
Swedish perspective.

Detectability

Detectability indicates the ability to determine that infor-
mation exists within a system without having access to
the system [8]. Based on our empirical findings and evi-
dence from the literature, detectability has an interre-
lationship with the disclosure of information. This was
confirmed by Reisinger et al. [26] and Wuyts et al. [33].
The findings in this study not only address the impact of
the GDPR and the use of public cloud services but also
show the importance of not performing processes that
could increase the risk of detectability. Our findings con-
firm the existing knowledge by Domingo-Ferrer et al.
[10] that public CSPs have been analyzing personal infor-
mation without users’ knowledge and have shared infor-
mation with a partner who can then offer a service.

Disclosure of information

Disclosure of information indicates the ability to expose
personal information to someone who is not supposed to
have access to it [8, 34]. To maintain security when out-
sourcing data, attention should be given to Recital 83 of
the GDPR [11]. The findings of this study give significant
attention to the need to safeguard information among
public organizations. Concerning a European perspec-
tive and digital sovereignty, many are concerned that US
intelligence agencies can collect information from US
companies [23]. Against this background, our findings
confirm the preexisting findings by Forsakringskassan
[13] that many public cloud services are both inappropri-
ate and illegal to use. To maintain digital sovereignty in
Sweden, our findings address the importance of develop-
ing solutions in Sweden.
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This study discovers that a government initiative in
Sweden aims to develop a solution for a secure infra-
structure, but it has been deemed to be complicated. This
was also confirmed by Moerel and Timmers [23], since
larger CSPs have unlimited access to resources and can
offer new competitive solutions. However, without gov-
ernment initiatives, there is a risk of increasing vendors’
lock-in. Suppliers make it hard to switch from one solu-
tion to another, or it could be costlier for an organiza-
tion to change from one supplier to another [23], which
is in line with our findings. In the same context, It-drift-
sutredningen [17] reports that lock-in effects are one of
the greatest obstacles for Swedish public organizations
to achieve cost-effective IT operations. One could also
argue that without developing solutions in Sweden or
in the EU, there is also a risk that technological develop-
ment will slow down and negatively impact digital sover-
eignty, as confirmed by Moerel and Timmers [23].

Content unawareness

Content unawareness indicates that users are unaware of
sharing information [8]. The study by Islam and Karlsson
[16] also confirmed our findings, that the lack of aware-
ness and knowledge of information security is one of the
most challenging issues managers face. In the same con-
text, our findings address the importance of establishing
routines within public organizations but also the need to
have good competence. This is consistent with the gov-
ernment’s sub-goal to achieve digital competence [24].
Our findings show that the public organizations inter-
viewed for this study have good IT competence. How-
ever, when It-driftsutredningen [17] presented its report,
several authorities in Sweden had difficulties in establish-
ing their own IT competence. Therefore, access to rel-
evant competence in Sweden needs to be strengthened.
This was also confirmed by Naringsdepartementet [24],
who emphasized that digital competence is required to
create trust in the services that public organizations in
Sweden provide. Additionally, high competence among
employees can also provide several benefits such as
increased productivity [21].

Policy and non-compliance

Policy and Non-compliance indicate that applicable leg-
islation has not been complied with Crepax et al. [5]
and Wuyts and Joosen [34]. Recital 6 of the GDPR [11]
informs that digitalization enables a free flow of personal
information both within the EU and outside. The GDPR
is intended to establish a framework that guides the use
of personal information and simultaneously strength-
ens data protection rights [7]. Our findings confirm the
preexisting knowledge of de Carvalho et al. [7] that to
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ensure GDPR compliance, all organizations must register
and keep evidence of data processing activities. Based on
this, we can see that there is an interrelationship between
Policy and Non-compliance and Content Unawareness,
as confirmed by Wuyts et al. [34] and Reisinger et al.
[26]. To meet the requirements of the GDPR, Li et al. [20]
emphasized that many resources are needed to adjust the
processes. Our findings confirm this and address that
adjusting the process was also done after the Schrems II
judgment.

Conclusion

This study aims to uncover privacy issues and solutions
related to the GDPR from Swedish public organizations’
perspectives. We investigated the following two research
questions: (1) What are the privacy issues related to
the GDPR that the public organizations of Sweden face
when using public cloud services?, and (2) How do pub-
lic organizations address those issues? A summary of the
findings of these two questions is presented in Table 2.

With the establishment of the GDPR, privacy protec-
tion has become crucial for all organizations. This applies
especially when considering public organizations in Swe-
den. Sweden strives to be one of the leading countries in
the world in using digital technologies [24]. This study
has reported that there is a great interest in the public
sector in using public cloud services provided by interna-
tional companies. However, at the same time, many pub-
lic cloud services that are available on the market are not
suitable or legal to use.

This study presents several privacy issues that have
occurred since implementing the GDPR; however, it
has been unclear whether some are related to the use of
public cloud services. For instance, one issue concerns
the amount of information shared among users. This is
in line with the preexisting findings by de Carvalho et al.
[7] and Crepax et al. [5]. In summary, public cloud ser-
vices can cause many privacy issues if public organiza-
tions are unaware of how they have been employed (see
Table 2, column 1). Regardless, this study demonstrated
the importance of digital solutions for public organiza-
tions in Sweden. Therefore, to ensure compliance with
the GDPR, public organizations in Sweden must carefully
use public cloud services. Considering the privacy issues
and solutions associated with the public cloud will even-
tually contribute to the government’s vision for Sweden.
At the same time, Néringsdepartementet [24] empha-
sized that it will eventually increase the confidence of the
digital society in Sweden.

Policy recommendation
We have previously mentioned in this paper that the use
of public cloud services enables public organizations to
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transfer their data across the border. It has made infor-
mation more easily and practically accessible [1]. With
the establishment of the GDPR and the need to protect
digital sovereignty, this paper has also emphasized the
restriction on transferring data outside the EU. However,
at the same time, different agreements between the EU
and the US have been established to provide legal obli-
gations to transfer data across the Atlantic. Nevertheless,
due to varying views regarding protecting human rights
and freedom, everyone has failed [29]. As a result, most
of the findings in this study correspond to issues regard-
ing transferring personal information due to the Schrems
II judgment. In the study by Abraha [1], the author
emphasized the consequences, such as the security and
privacy of individuals when a legal agreement has failed.
One can conclude that the current system has become
problematic for several parties both in the EU and the
US, as confirmed by our findings, Tracol [32], and Abraha
[1]. It is only fair that some legal clarity is provided, and
at the same time, there is also a need for the US to amend
its domestic law on surveillance [32] or establish a com-
prehensive privacy framework [29]. Otherwise, there is a
risk that future agreements between the EU and the US
could fail again.

Contributions and future research

Ever since the GDPR became directly applicable in all EU
Member States [11], several concerns have arisen about
how to efficiently process and store personal data in the
cloud [14]. This study aims to uncover issues and solu-
tions that public organizations in Sweden experience
with the use of public cloud services following the GDPR.
Our analyses in this study have added to existing research
by studying public organizations in Sweden. By analyzing
our findings, we were able to determine the most signifi-
cant privacy issues that public organizations experience
with the use of public cloud services, such as unauthor-
ized access, misuse of information, lack of awareness,
legal uncertainties, and lack of trust. We contribute to
the theory by studying public cloud services among pub-
lic organizations from a Swedish perspective, in contrast
to the previous literature that tends to focus more on the
EU-US relationships rather than a specific nation [29].

Limitations

The major limitation of this study is the low number
of respondents. Even though we attended data satura-
tion to confirm our result even further, more interviews
would have been performed. One critical view of our
study is that other studies have got a similar result. But
at the same time, the main focus has been on the EU, and
there is a lack of studies according to Swedish perspec-
tives. Therefore, we had some difficulties confirming our
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findings from a Swedish perspective. However, still, this
limitation demonstrates the importance of continuing to
study cloud services in Sweden.
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